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CHAPTER 1
Features

What Is the QuikSync VQS Series?

The QuikSync VQS series are devices that combine ANI
encoder/decoder signaling with the Cimarron Technologies QuikSync
MSK initialized voice inversion scrambling in Vertex communications
radios. There are three boards in the series with incrementing levels of
capabilities.

Function

Vertex plug-in with full MDC-1200 or GE-Star
signaling, including decode and display of
decoded ID and maximum capability hopping
secure voice

VQS-420 Vertex plug-in with full MDC-1200 or GE-Star
signaling, including decode and display of
decoded ID and simple inversion secure voice
VQS-400 Vertex plug-in capable of simple inversion secure
voice

As described in the above table, the VQS-500 is a full featured device.
The VQS-420 is capable of single frequency inversion and all ANI
features while the VQS-400 is only capable of single frequency simple
inversion with no ANI features.

The full featured VQS-500 is capable of sending PTT ANI and
Emergency ANI in GE Star® or MDC-1200® signaling format. It is
capable of reception of Selective Calls, Group calls and All calls and will
provide audible alerts when called. It responds to radio check
commands (interrogates), and to over the air open microphone monitor
commands and radio disable/enable commands. In Vertex/Standard
radios with displays, it also receives, decodes and displays ANI
messages from other units and provides an audible alert upon receipt of
emergency messages. If the host Vertex/Standard radio is equipped
with a keypad, it can be used to generate, in MDC-1200® signaling
format: selective calls (Alert) and radio checks (Interrogate) and is
capable of functioning in a Motorola VSC enabled communications
system. In GE Star® signaling format, the device can be used to
generate interrogates, selective calls and cancels. In both formats, the
VQS-500 and VQS-420 can send and receive eight different canned
messages or statuses.

The inversion scrambling scheme is unique in that it is adaptive to the
communications system in which it will be used. When initially setting
up the communications system, the VQS series boards must be
programmed with configuration information. QuikSync uses dynamic
frequency inversion scrambling, but, unlike other schemes, the range of

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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inversion frequencies is specified during set-up as well as minimum and
maximum dwell times. In this manner, the actual inversion frequency
can be fixed so that all units always use the same split frequency (like
current low end boards on the market); or the inversion frequency can
change for each press of the PTT, staying at that split frequency only for
the period of that transmission; or the board can hop around a pre-
defined range of frequencies in a random manner and for random dwell
times. The actual decision (and level of security) can be tailored
precisely to the limitations of the communications system. There are six
preset levels of security to choose from when configuring the board.
These preset levels can be additionally adjusted for precise system
integration.

Determining Which Device you Have

All VQS devices are marked as VQS-500. The difference is in the
firmware loaded into the device microprocessor. QuikWare
programming software can be used to retrieve device information in
order to determine which product you have. Refer to chapter 2 page 27.

Capabilities

ANI Encode

MDC-1200® or GE Star® signaling formats.

Identify every transmission source with the assigned ANI ID.

Emergency message via button press.

Man-Down alarm.

Open Mic Monitor.

ANI sent at Beginning, End or Both.

Manual button press DTMF generation.

In MDC-1200® signaling format can generate selective calls

(Alert) and radio checks (Interrogate) and is capable of

functioning in a Motorola VSC enabled communications

system.

¢ In GE Star® signaling format, can generate interrogates,
selective calls and cancels.

e The VQS-500 can send eight different canned messages or
statuses.

e Programmable ANI PTT repeat timer limits data bursts during

continued conversations.

ANI Decode

Decodes and display the received ANI.

Radio Disable and Enable.

Selective Call, Group Call, and All Call messages.

Status and canned messages can be programmed instead of
the Emergency and Man-Down reporting.

e MDC-1200® message adaptability enhances compatibility with
existing unique systems.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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e Includes Short Messaging capability of eight MDC-1200
canned messages/statuses with definition aliasing of eight
characters.

e Per-Channel selection of ANI signaling type, ANI ID, and
Encryption parameters.

Alias

e 1000 Alias storage capability, 500 for MDC-1200 and 500 for
GE Star signaling
e Displays and recalls alpha-numeric Aliases instead of humeric
| D6s for both transmit and receive.

Encryption

e Voice Inversion scrambling with programmable complexity.

e Level of security can be adjusted to match the
communications system.

e Software Definable Encryption Upgrades without reinvesting in
new/different encryption modules.

e Over-the-Air Programmable.

e Automatic receive detection and selection of Cipher/Clear
mode.

e Up to 100 Hops per second with up to 2000 Hz difference in
inversion frequency per hop.

e Mean difference of 1000 Hz per hop.

e Programmable for a dynamic inversion frequency range of 2.1
kHz through 4.1 kHz.

e Programmable dynamic hop dwell time.

¢ Unique system protection available to ensure incompatibility
with any other radio system even if key is compromised.

e Per-Channel storage of Encryption keys, Inversion
frequencies, and ANI parameters.

e Stealth communications feature allows private conversations
within the communications system. Can designate target
audience from within those with correct key. Select one
individual, a group or all.

Radio Enhancement

Time-Out-Timer with alert tone.

Stuck microphone alert tone.

Programmable open microphone monitor during emergency.

AfGaheado beep alerts when ready for voli
Courtesy beep transmitted when radio is unkeyed.

Programmable automatic radio key-up with DTMF keypad

presses.

Receiver ANI data mute.

e PIN feature disables radio at power-up until a PIN is entered

via the radio keypad.

Set-Up and Troubleshooting

e Advanced microprocessor control permits precise pairing with
communications system. This enhances encryption

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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compatibility with repeaters, voters, varying system links and
system degradations.
e Self test upon power-up.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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Specifications

Data Format GE Star® MDC-1200®

Modulation Type PSK (Phase Shift Key) FSK

Rate 400 bps on 1600hz carrier 1200/1800 Hz

ID Range 0001 to 16,383 0001-DEEE

Aliasing 1024 entries maximum

ID Locations ANI at Beginning, End or Both on a per-channel basis

Transmit Messages PTT ANI, Emergency, Man- PTT ANI, Emergency. Man-Down
Down, TOT. Messages can be sends Emergency. Short Call
changed to any allowable GE Alert, Long Call Alert, Voice Select
Star® message. Selective Call, Call, Radio Check. Messages can
Selective Call Cancel, Radio be redefined for specialized
Check. systems.

Sidetone User definable, fully programmable

Burst Length 280mS plus preamble Fixed length 180mS

Attack Delay 0 mS to 2550 mS programmable in 10 mS steps.

ANI Repeat Timer (Ti me since |l ast PTT press. | f

S (Send every PTT); 0 to 255 S.

Scrambling Type

Unique Dynamic Hopping Inversion Scrambling

Cipher/Clear
Detection

Automatic receive detection and selection of cipher/clear mode

Transmit Mode

Automatic Cipher/Clear on per channel basis with manual over-ride

State Warning

Device warns user at keyup whether transmission will be encrypted
or plain

Rate

Up to 100 Hops per second with up to 2000 Hz difference in
inversion frequency per hop. Mean difference of 1000 Hz per hop

Signaling Method

Incorporates MDC-1200® and GE Star® signaling formats and
features.

Function
Programming

All ANI and Encryption functions can be programmed via Over the
air Re-Programming or via radio programming cable

Encryption Re-
Keying

Keys entered via software, keypad (if present in radio) or Over the air
Re-Keying

Key Length

64 bits (provides 18 quintillion keys)

Inversion Freq

Programmable for a range of 2.1 kHz through 4.1 kHz

Target Selection

Can designate target audience from within those with correct key.
Select one individual, a group or all

Radio Lock Feature available where radio is disabled at power-up until a PIN is
entered via the radio keypad
Dwell Time Programmable for a dynamic range between zero mS (no hop)

through 1000 mS in 10 mS steps.

Unigue System
Identifier

Unique system protection available to ensure incompatibility with any
other radio system even if key is compromised

Messaging

Includes Short Messaging capability of eight canned
messages/statuses with definition aliasing of eight characters

Synchronization
Burst

MSK sync burst required only at beginning of transmission

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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Sync Burst Length

80 mS

Multi-Agency
Interoperability

Encryption keys can be stored in a per-channel basis. Changing the
radio channel also changes the key to be used with the agency on that
channel. Up to 254 channels can be programmed with different secure
voice and ANI parameters

Radio System
Compatibility

Advanced microprocessor control permits precise pairing with
communications system. This enhances encryption compatibility with
repeaters, voters, varying system links and system degradations

Programming

Programmed via Vertex radio programming cable and Cimarron
Technologies QuikWare software. Also over-the-air programmable
with associated hardware.

Radio Interface

Connects to mating accessory port on host radio

Supply Voltage

3.5 VDC provided by host radio

Supply Current

12 mA quiescent, 35 mA processing

Temperature Operating: -30°C to +60°C.
Humidity 0% to 95% RH (non-condensing).
Dimensions 30 x 30 mm.

Upgradeability

Level of security can be increased with communications system
upgrades without reinvesting in new/different encryption modules

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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CHAPTER 2

Programming

Many functions and features of the QuikSync VQS-500 series boards

are user programmable. In addition to signaling type, ID and radio

interface parameters, the device can be opt!
particular needs.

QuikWare Programming Software

The QuikSync VQS series of devices are programmed while installed in
the host radio. This is accomplished by placing the host radio into sub-
clone mode and then attaching the radio programming cable and
opening the Cimarron QuikWare software.

The radio must be
in sub-clone mode
before attempting to
upload or download

CIMARRON’S
QuikWare
PROGRAMMING

If you are using the Vertex FIF-10 USB adapter instead of the standard
serial programming cable you will need to perform the following:

In the QuikWare software,gotofi Devi ce 0 &Q3}H50&e | e cTth efn
g o Communicationso , s &Sétupet AChange the setting of

fHandshakeo

Opening Page

XON/XOFFO .

Upon starting, the QuikWare software program will open with the page
shown in figure 1. This is the Common Settings window of the Global

Settings tab. In addition to the Common Settings, you can also access
settings for Emergency, Man Down, and Audio. The Menu Bar provides
access to the following windows: File, Edit, Communications, Channels,
Device and Help.

Tostart wusing the software, from the menu bar
choose the correct device from the list. Then from the menu bar, select
ACommunicationso and ASetupodo and select the
port that your programming cable is connected. If you are not sure

which port the computer has assigned to your FIF-10A USB

programming cabl e, press fiStarto, right cl i

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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Properties T Hardware i Device Manager-t hen, scrol |l i down to APC
(COM & LPT)O. When vyoBT)ypwllbefi Ports (COM &
presented with a list of existing COM ports. Look for the one that

defines your USB Serial Device. In parentheses it will describe which

COM port has been assigned to your USB programming cable.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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[= Main Settings
Common
Emergency
Man Down
Audio
Digital I/O
TX Mode

Attack Delay (msec)
Ack Delay (msec)
Startup Delay (msec)
ANI Repeat Timer (sec)
TX Timeout Timer (sec)
TX Data Level

PTT Sidetone

Mute Data

Mute on Incorrect Key
MDC Call Alert Encode
MDC Wildcard Enable
Unlock PIN

Key Follows PTT

Respond to Channel Codes [Yes

Enable Keypad
Display Received ANI
Canned Message Type

Inv. Preamble

300
800

—_—
COMMON SETTINGS

4

4

4

4
| _S5j] SO S5 SN 55

0000

No

4

4

[Yes

4

Yes

4

1

16 Bits

Inv. Disconnect Delay (msec) [500

Figure 1.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support hopping inversion or the VQS-400 which has neither hopping inversion

nor any ANI capabilities.
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Common Settings

File Edit Communic 7
Global Settings | Chan Attack Delay (msec) 300
= Main Setting Ack Delay (msec) 800
MeTgency Startup Delay (msec) 0
Man Down —
Audio ANI Repeat Timer (sec) 0 >/
Digital 1/0 TX Timeout Timer (sec) Off v|
TX Mode — —
TX Data Level 50
PTT Sidetone No E]‘
Mute Data Yes E]‘
Mute on Incorrect Key Yes v
MDC Call Alert Encode Long E‘
Disconnect Delay 500 E\
Inversion Preamble 16 E‘
MDC Wildcard Enable Yes v
Unlock PIN 0000
Display Received ANI Yes v
Key Follows PTT No v
Respond to Channel Codes Yes v
Enable Keypad Yes v
Canned Message Type 1 _

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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Attack Delay

Oms to 2550ms in steps of 10ms. [Default 300mS]

The period of time from when the user keys the radio and the data
begins to be transmitted. This delay allows the communications system
to stabilize and be ready for transmission.

Acknowledgment Delay

(OmS to 2550 mS in 10 mS steps) [Default 800 mS]

The period of time from when an acknowledgeable message is received
and the acknowledge data packet is sent. This delay allows the
receiving radio to relax from transmit mode before receiving the data.

Startup Delay

(OmS to 2550 mS in 10 mS steps)[Default 100mS]
This parameter holds off the startup of the device after power is applied.
Used to ensure host radio stability on power up.

ANI Repeat Timer

(tme since | ast PTT press. I'f |l ess, dondt se
PTT; 10s, 20s, 40s, 60s, 90s, 120s) [Default 0]

Used to reduce the amount of data transmissions. If the selected time

since the last PTT press is not exceeded, data is not transmitted with

that PTT press.

TX Time Out Timer

(OFF,30s, 60s, 90s, 120s) [Default: OFF]
If the radio is held keyed up for greater than the selected time, the ID is
transmitted and the radio is automatically unkeyed.

TX Data Level

(07 255) [Default 50]

Data deviation adjustment should not be performed until audio level
adjustments have been completed. If audio adjustments are changed,
data deviation must be readjusted. If the data output setting is too high
for the microphone output gain level setting, data clipping will result.
The VQS Series data deviation is adjusted by software selection. The
value can be programmed between 1 and 255. Settings between 1 and
128 will result in output levels from O vpp to 250 mvpp (open output).
Settings between 128 and 255 result in output levels from 250 mvpp to
the maximum output of 2 VPP (open output). Modify the value of Output
Level until data deviation is just below voice deviation. It is most
appropriate to start at a deviation that is much lower than voice and then
adjust up until the correct point is reached. Actual output voltage levels
depend on the impedance of the selected interface point.

PTT Sidetone

(Y/N) [Default Yes]

I f pr ogr amme dwilfis¥undtiirqughahe lbaalrsgeaker to

advise the user to hold off talking. Preve
which could occur during data transmission.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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Mute Data

(Y/N) [Default Yes]

Some applications may require that received ANI data not be stripped

fromthe incomingaudio. | f this is set to ANoO0O then dat a
from RX Audio In to RX Audio Out. This is especially necessary if the

application is in a base dispatch console that has an ANI decode

feature.

Mute on Incorrect Key

(Y/N) [Default Yes]

The fiMute onol ieatnueet fkexes the host radio
receive functions during receipt of a coded transmission where the

receiving key does not match the transmitting key. Plain text

transmissions continue to be received as well as transmissions encoded

using similar keys.

MDC Call Alert Encode

(Long, Short) [Default Short]

MDC-1200® signaling defines two types of Call Alert packets. The short
call alert does not contain the originator ID and does not support many
extended features. This selection affects which type will be used during
MDC-1200® encoding. The VQS-500 and VQS-420 will decode either
type. If the device receives a short call, no originator ID will be
displayed on the radio. The selection is effective for all MDC-1200®
signaling channels. (Different call types cannot be selected for different
channels)

Disconnect Delay

(200, 300, 400, or 500 mS) [Default = 500]

The disconnect delay is the time to wait after losing carrier that the
board will cease following the hopping sequence. This delay will permit
momentary loss of carrier (due to fading, etc) without losing
synchronization with the hopping sequence. If a new MSK initialization
burst is received during this delay period, the delay will be terminated
and the new burst information will be followed.

Inversion Preamble

(8, 16, 32, or 64) [Default = 16]

The encryption initialization data burst has a preamble length that is
programmable for 8, 16, 32, or 64 preamble bits. Longer preambles
provide for more robust data transmissions but make the secure voice
setup message take longer to transmit.

MDC Wildcard Enable

(Y/N) [Default Yes] .
| f set MD@1 FidN®wBH ,wi | dcards of AFO and AEO will
nor mal all owabl e ANI |l D6s instead of wil dcal

Unlock PIN
(0000 i FFFF) [Default 0000, NONE]

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support
hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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This feature is available for Vertex/Standard radios that have keypads.
If enabled, the radiowillpower-up i n the #fAradio disabl

it will not be capable of transmitting nor receiving. The authorized user
will enter the unlock code using the front panel keypad. Successful
entry will unlock the radio until power is cycled. The code can be any
sequence of digits (from the front panel) in a string of 4 hex digits in
length. If set to 0000, the unlock feature is disabled.

Display Received ANI

(Y/N) [Default Yes]
| f s et retetved®N wid not be presented on the radio display.

Key Follows PTT
Not used in VQS product.

Respond to Channel Codes

(Y/N) [Default Yes]
I f this parameter is set to No,
one channel to be used regardless of the channel the radio is on.

Emergency Settings

File Edit Communic

Global Settings | Chan

= Main Settings
‘alnninniela
Vian Down
Audio
Digital I/O
TX Mode

Number of repeat emergency transmissions

(1, 5, 10, 15, 20, forever) [Default =5]

The emergency message transmission will be repeated a programmed
number of times with a programmed period between transmissions. The
repeats will be transmitted regardless of radio status. If this value is set
to 1 (one), the transmission will be considered a non-critical message
instead of emergency.

Time between emergency repeats

(5s, 10, 20, 30s) [Default=10s]

When in the emergency mode, if the number of repeat emergency
transmissions is not fAOned, this
emergency transmissions.

Note: Although the manual refers to VQS-500, you may have purchased the more economical VQS-420 which does not support

hopping inversion or the VQS-400 which has neither hopping inversion nor any ANI capabilities.
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